Exhibit 16.2: Technical Scenarios
Owens State Community College is looking for a solution that is intuitive and user-friendly; therefore, it is imperative to understand if the proposed solution has the requested capabilities and, more importantly, how users will be able to access the data, achieve the level of efficiency capable in the system and the amount of effort required to operate the system.
Owens State Community College desires a cloud-centric approach to application hosting and delivery. The overarching goal is a total solution that is seamless and operates as a secure, single ERP solution and data repository.
The technology platforms proposed must:
Be web accessible via any device and any browser, and responsively designed.
Include powerful, flexible, web-accessible reporting, dashboards, and decision support capabilities.
Be user-friendly, easy to use, maintain and administer and be capable of providing quality online user help and documentation for software maintenance and administration.
Provide flexible, bi-lateral integration capabilities with other third-party software, with data integrity, audit trails, and controls.
Provide support for best practices and self-service features for all constituents.
Provide users with a real-time, device-agnostic, and operating system agnostic experience from anywhere.
Have user definable workflow capability.
Have the flexibility to extract and import data into/from third-party systems. 
Provide multiple environments (production, test, development, training, sandbox, etc.).
Responses must be provided for each scenario in the domains that follow, detailing the functionality available in the proposed solution. Responses to ALL questions should include a status on availability for the functionality prior to the scenario response, as follows:
Yes, functionality is available now as part of the proposed solution
Partially, portions of the functionality can be met within the proposed solution (explain in detail)
Yes, functionality will be available as part of a future commercially available release (provide estimated release date)
Yes, functionality is available as part of a proposed third-party solution (provide third-party solution name)
No, functionality is not available but could be through a custom build only
No, functionality is not available in the proposed solution
16.2.1 	Technology Platform(s)
Owens State Community College desires a cloud-centric approach to application hosting and delivery. Below are the requirements for the technology platform.
1. Describe the proposed solution environment. Owens State Community College requires a minimum of a Production, Testing, Training, Development, and Sandbox environment. Explain your plan and rationale if it differs from this. (Ensure the cost workbook reflects the proposal.)
2. Describe the process used in the proposed solution to manage/synchronize multiple environments (e.g., production, testing, training, staging, development, etc.)
3. Describe how data and configurations are migrated between the different environments. What audit capabilities are included?
4. Describe how you would obfuscate data in any environment.
5. Describe how you would de-identify data in any environment.
6. Describe how data would be masked in production or any environment.
7. Attach a detailed architectural document that includes a full network diagram illustrating the relationships between all proposed software application(s), database(s), security, and network components.
8. Describe the schedules for backups, upgrades, etc. for options that include regularly scheduled services, including the following elements:
a. How often is the data backed up? 
b. What data is backed up, and how?
c. What is the backup location strategy? 
d. What is the backup encryption strategy?
e. How long are backups kept?
f. How long will it take to restore data if requested? 
g. Does the vendor conduct regular backup and recovery tests?
h. Can Owens State Community College receive a regular or periodic backup copy of data? In what format? Are there additional costs?
9. Describe in detail the emergency preparedness plans in place in the event of a fire or other natural disaster. Is there a secured emergency power source in the event of such a disaster? 
10. Describe the disaster recovery/business continuity plans, testing, and capabilities for the proposed solution. Provide a copy of the incident response plan, including communication plans. 
11. Describe the change management process in place for the vendor-related software and infrastructure changes. Provide a copy of the formal change management plan if it exists
12. Describe how system health is monitored in the proposed solution. Will Owens State Community College have a dashboard available to monitor system health? What responsibility would Owens State Community College technicians have?
13. Where is the data center or data centers physically located? 
14. Describe how the organization keeps current on emerging trends in higher education (e.g., digital badges, stacked credentials) and technological components (e.g., IoT, mobile accessibility, and social media) that would be beneficial to clients. What process is used to determine if these enhancements will be added to the proposed solution? How quick is the turn-around time for enhancements? Explain.
15. Is the proposed solution’s performance negatively impacted when extensive processes are run during regular working hours, i.e., payroll, year-end close, etc.? Explain.
16. Does the proposed solution support real-time experiences (i.e., when a user makes a change, the ERP is instantly updated) for all constituents regardless of how they access the information (through the application modules, web-based portal, mobile device, etc.)? Explain the functionality. 
17. For solutions that include more than one product, define the security setup required. Does it require a security setup for each product proposed, or can the security setup be shared?
16.2.2 	Cloud-Based Scenario
Owens State Community College is interested in cloud-based software as a service (SaaS) ERP solution. The production, testing, development, and other available environments should also exist in the cloud. This item is a highly preferred requirement, and a component of the proposal scoring will reflect this.
1. Does any product or any component in the proposed solution necessitate any on-premises components? Explain.
2. Describe the cloud-based/SaaS options offered, and provide the following information:
a. Brief, high-level description, including overall system architecture, underlying database information, a data relationship map, and data dictionary.
b. Essential services that are included
c. Proposed service levels and metrics (including measurement calculations)
d. In the SaaS model, detail guarantees offered in good faith should either party decide to terminate the relationship.
16.2.3 	Business Exit Strategy
An exit strategy defines each party’s obligations in the event of a termination of services.
1. Describe in detail how Owens State Community College will be serviced in the event of a bankruptcy, foreclosure, merger, buyout, or other types of business cessation process by the vendor. Will there be a legal guarantee provided to Owens State Community College if the vendor ceases to conduct business and/or sunsets the ERP? If so, detail that guarantee.
2. Please describe how Owens State Community College would notify the vendor of their desire to cease using the proposed solution. What guarantees are made? What support timeframes are guaranteed?
3. Explain how long after termination of service, data from Owens State Community College will be returned, and in what form.
4. Can the data from Owens State Community College be seamlessly transferred to an alternate provider, if needed? How is the data extracted, what form is it stored in? Explain.
5. What is the support strategy/guarantee if any of the vendor partners exit its business?
6. Would the vendor provide the source code for the proposed solution using any of the following methods?
a. No cost with system purchase
b. Escrow arrangement
c. Purchase agreement
d. Other (specify)
16.2.4 	Security, Audit & Compliance, and Identify Management
Information security measures are designed to protect the confidentiality, integrity, and availability of data. As institutional investments in technology and reliance on systems have grown, so have the need for reliable structures and measures to ensure success and minimize failure. Owens State Community College has multiple types of data in its current ERP solution, some of which are highly restrictive and must be kept secure. Mitigating the security threat to this data is a crucial function of the proposed solution architecture.
Ensuring compliance with federal, state, and college policies and mandates add to the list, managing all constituents’ identities, typically in multiple roles.
The questions below relate to Owens State Community College’s policies and expectations regarding security, compliance with security policies, audit, and compliance needs for the new ERP.
16.2.4.1 Organization and Personnel Security
1. The vendor has a dedicated information security group responsible for the oversight and implementation of information security. Explain.
2. Background checks are conducted on employees and any third parties/subcontractors before engagement that will have access to Owens State Community College data? Explain. 
3. The vendor has a formal investigation process for any detected or reported illegal, malicious, fraudulent, or inappropriate activity – i.e., vendor’s personnel, and third-party or subcontractor employees, external actors, etc.? Explain.
16.2.4.2 Policies and Procedures
1. Does the vendor have a policy or procedure for breach notification? Explain and provide a copy of the policy.
16.2.4.3 Network, Server, and Infrastructure Controls
1. The vendor conducts automated vulnerability scans on network and server/data center infrastructure to detect missing patches and configuration issues? Explain, including the schedule for conducting recurring vulnerability scans. 
2. Are vulnerability assessments conducted by a third party? Explain.
3. Does the vendor have a formal patch management process for network, servers, and infrastructure, and software? Explain the frequency and strategy.
4. The vendor has a formal change management process. Please provide a copy of your change management policy. 
5. New vulnerabilities that may affect the confidentiality of customer data or the integrity and availability of their services are shared with the customer. Explain. 
6. The vendor archives data and tests archived data recovery. Explain. 
7. The vendor provides the customer with recommendations for data archiving. Explain.
16.2.4.4 Application Security
1. The vendor’s software developers have received application security training. Explain. 
2. The vendor remediates critical, high, and medium vulnerabilities found in application code promptly? Describe your remediation cycle/timeline(s). 
3. Describe how security for API’s is utilized/integrated. Does the configuration copy security settings from the primary application, or are they configured independently?
16.2.4.5 Access Control
1. The vendor’s employee and administrator access are monitored for inappropriate access. Explain. 
2. The vendor’s solution is monitored to confirm that data is properly segregated. Explain. 
3. The solution has the ability to distinguish between roles and groups and delineate the capabilities/usage of each. Explain. 
4. The proposed solution supports an appropriate assurance level of authentication based on the business process or function? Explain the functionality of each product in the proposed solution.
5. The proposed solution logs all user administration requests. Explain. If yes, explain in what form (XML documents, DB, log files), and if action history is viewable for the affected user. 
6. Logging includes end-user interactions (i.e., successful logins, unsuccessful login attempts, attempts to elevate user rights/privileges, source IP address, date and time of login, changes or modifications to data or system configurations, etc.) Explain. 
7. End-user activity log information is available to Owens State Community College staff. Explain. 
8. Proposed solution detects logs and alerts on attempted unauthorized access to the system and to data managed by the system. Explain. 
9. Data is separated with controls between different customers. Explain. 
10. For each product in the proposed solution, describe the data structure, including how the following items are handled: 
a. Data segregation 
b. Security controls to access and manage data 
c. Multi-level role-based security management
11. Separation of duties is in place for the vendor administrators to ensure a single person cannot commit or conceal fraud. Explain in detail. 
12. Security and access are configured at the system level and delegated to the individual units? Explain. 
13. The proposed solution can be configured to limit views to specific fields, including fields that contain Owens State Community College classified data. Explain. If yes, explain how this is accomplished. 
14. The proposed solution alerts and provides reports to identify unused accounts, suspicious activity, service usage patterns (e.g., abnormal login activity, frequency, geolocation, etc.)? Explain.
16.2.4.6 Incidents/Breach and Forensics
1. The vendor has a formal documented policy and procedure for breach notification? Explain and provide a copy of the policy and procedures.
2. Describe the support Owens State Community College will receive in the event of a security incident or breach which is identified by Owens State Community College. 
3. Does the vendor have proactive security incident detection tools which provide detection and alerting are implemented? Describe the tools used and the vendor’s capabilities. 
4. The vendor carries insurance to cover data breaches? Highlight coverage levels and events that are covered by the policy.
16.2.4.7 Third-party Requirements
1. Security requirements are defined in contracts and implemented with any third party that the vendor has contracted with to develop, support, or maintain the proposed solution. Explain. If yes, provide a contract template.
16.2.4.8 Data Sanitization and End of Agreement Data Handling
1. At the end of the agreement/contract with Owens State Community College, data will be returned to Owens State Community College and disposed of in accordance with Owens State Community College and the vendor agreement. Explain how this will be accomplished.
16.2.5 	Audit and Compliance
A comprehensive review of an organization’s adherence to regulatory guidelines evaluates the strength and thoroughness of compliance preparations, security policies, user access controls, and risk management procedures. 
The use of cloud computing and hosting services requires a trust relationship with the provider, so it is imperative that due diligence and risk assessment are accomplished. The College is the steward of information about students and their parent’s financial, personal, and medical data. The vendors are restricted from data mining.
1. The vendor has processes and/or procedures implemented to comply with updates to federal and state laws and requirements, contractual agreements, including but not limited to; FERPA, GDPR, FTI, PCI, etc. Explain. If yes, explain how applicable regulatory requirements are enforced in the proposed solution. 
2. Independent third-party security audits are conducted on a recurring basis. Explain. If yes, how often? The most recent independent third-party security audit and findings report is available to Owens State Community College.
3. For each product hosted in a cloud environment, the vendor’s cloud provider is compliant with at least one cloud security industry standard – i.e., NIST, Cloud Security Alliance, etc. Explain. 
4. The vendor’s proposed solution complies with federal and/or state regulations (whichever is most restrictive) regarding data privacy and security of records. Explain. 
5. The vendor has Service Organization Control (SOC) and/or Statement(s) on Standards for Attestation reports that Owens State Community College can review. Explain. If yes, please provide copies of the report(s).
16.2.6 	Identity & Access Management
Owens State Community College uses an enterprise identity access management (IAM) system for faculty, employees, students, contractors, volunteers, visiting scholars, and others, which must integrate with the proposed solution. Owens State Community College has an Azure Active Directory cloud-based identity framework (IDaaS), with:
Identity protection provided by the IDaaS service
Enterprise applications leverage protective features such as multi-factor authentication and conditional access.
Single-login/Single sign-on across enterprise applications. 
There is also a need for individuals who are not affiliated (such as parents and counselors) to access the proposed solution.
1. Describe how the proposed solution provisions users and integrates third-party IM systems such as AD.
2. Describe how the proposed solution authenticates and authorizes users using external directories for each product included with the proposed solution.
3. Does the proposed solution support an appropriate assurance level of authentication based on business process or function? Explain the functionality for each product in the proposed solution.
4. Describe how the proposed solution supports authentication of users for each product who are not in the Owens State Community College identity and access system – i.e., users that do not have a system ID (parents, high school counselors, prospective students, third-party employers, etc.).
5. How are new credentials created and disseminated?
6. Persons may have multiple affiliations with the system (students, faculty, staff) and multiple roles within each affiliation. These persons would use a single login identifier in all contexts. Describe how each product in the proposed solution meets the requirements for the use of multiple affiliations and roles. As an example, provide a description of how to configure the definition of who is an active student or who is an employee.
7. Describe the process used by the proposed solution to detect and resolve duplicate person identities. Describe all system protections to prevent duplicate records from being created via the proposed solution or via imports.
16.2.7 	Customer Product Support and Technology Tools
Owens State Community College constituents and staff access systems and applications with a wide variety of client technologies, and it is important to meet the technology and usability needs of constituents.
1. Provide a detailed description of the ongoing customer service and support services methodology that will be provided to Owens State Community College as part of its ongoing maintenance agreement.
2. Describe your escalation approach – what is the process, how are issues and actions logged, how are these reported?
3. Confirm that for each product, the vendor will support new versions of supported client OS versions within one year of RTM (Release to Manufacturing).
4. Specify the nature of the proposed post-purchase support to be provided for Owens State Community College. The following items should be fully explained for problem reporting and resolution procedures, including:
a. Required reporting method
b. Response time requirement
c. Hours of operation
d. Hotline support include toll-free access and hours of operation
e. Computer online support
f. Error Corrections
g. Frequency and delivery method of future upgrades and product enhancements
h. Communication on updates and product enhancements
i. Documentation updates
j. Continuing education - online and classroom
k. FAQs/Knowledge
5. Owens State Community College expects support 24X7X365. Explain how this will be accomplished and if there is an additional cost.
6. Provide a historical representation, since 2015, of planned system maintenance, upgrades, and downtime.
16.2.7.1 User Experience, Responsive Design, and Accessibility
Ensuring a high level of experience for students and employees is one of the goals for Owens State Community College and the new ERP. Below are the requirements relating to user experience, along with responsive design and accessibility.
1. Confirm the following user experience requirements for each product in the proposed solution:
a. User functionality is equivalent across all supported client and browser platforms
b. System supports responsive design for all user devices. Explain if the native application is mobile-friendly or a separate mobile app is provided.
2. Provide a detailed response regarding which components or domains are ADA compliant for each product and what type of accommodations exist (i.e., WCAG 2.0, VCAG 2.0 VPAT, and 508 VPAT)? Provide V-PAT documentation. What is the turn-around time when issues are found or complaints are filed?
3. For each product in the proposed solution, describe the availability of context-sensitive help. Detail the products that are not compliant.
16.2.7.2 Data Access
Below are the requirements to ensure access to any system with Owens State Community College data is confined to the appropriate individuals.
1. Users can authorize others to serve as their representatives (delegation of authority), such as managers who take leave and delegate managerial transactions to another person. Additionally, users can authorize others to access their information (proxy), such as parents or workforce students authorizing third-party employers. Describe how the appropriate access for delegation of authority or proxy authorization is implemented, granted, and logged for each product in the proposed solution. What audit capabilities are available?
16.2.7.3 Service Level Agreements (SLA)
The vendor must provide Service Level Agreements that clearly describe the services provided, guarantees, warranties, limitations, liabilities, and responsibilities and rights of each party. It should also clearly outline the escalation and notification process in the event of a breach.
1. Describe the various SLA’s that would be recommended for all products in the proposed solution and explain how the requirements in the SLA’s will be met for all products. What levels are provided with the proposed solutions, and what can be added for an additional cost. Provide a cost estimate for additional support levels using the form in Exhibit 20. 
2. Explain what occurs if the SLA’s are not met. 
3. Describe your proposed maintenance and support plan coverage and the various service level commitments and options available to the institution. Who is eligible to initiate support calls?
16.2.7.4 Technology Tools
Below are the requirements for technology tools to help run the key business functions.
1. Describe operations and monitoring tools incorporated in the proposed solution. Specify both proprietary tools and recommended third-party tools that could be incorporated into the production environment. 
2. For any business processes that are required to use batch processing, describe the tools for creating and managing batch processes and controls to override, modify, stop, restart, and roll back batch processes.
3. Describe functionality within the proposed solution for auditability and effective dating related to configuration and configuration changes.
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